New technologies have shown significant promise in the fight against infectious diseases, with the discovery of novel molecular targets for in vitro diagnostics and the improved design of vaccines. In developing countries, especially in areas of neglected diseases and resources-poor settings, a number of technological innovations are further needed, such as the integration of old and new biomarkers in suitable analysis platforms, the simplification of existing analysis systems, and the improvement of sample preservation and management. However, in these areas, identification of new biomarkers for infectious diseases is still a core issue in the diagnostic quest. Similarly, new technologies will allow scientists to design vaccines with improved immunogenicity, efficacy and safety in the local area, according to the circulating pathogenic strains and the genetic background of the population to be immunized. In this work we review the current omics-based technologies and their potential for accelerating the development of next generation vaccines and the identification of biomarkers suitable for point-of-care (POC) diagnostic applications.
of technology in automated sequencing does not allow completely finished genomes to be obtained and further work is generally required for closing genome sequence gaps with combinatorial PCR and Sanger sequencing [3] . Most importantly, annotation of genes is required to convert genome sequences into a better understanding of the biology of microorganisms. Annotation provides details on the bacterial proteins and on the pathways involved in metabolism, pathogenicity, horizontal transfer, and other highly relevant features related to vaccine development and innovative diagnostic and therapeutic strategies. To date, several automated pipelines are available to reduce the labor time considerably, but manual curation is still required [4] . Software systems often introduce poor annotation and propagate errors from other genomes. Additionally, manual curation is necessary to correctly identify pseudogenes (genes that have lost their function because of an insertion or a frameshift mutation compared with an orthologue in a correlated species). Finally, unfinished high-quality drafts provide reference databases enabling the deep proteomic analysis of bacteria.
Following the astonishing success of genomics at the end of the last century, "classical" protein biochemistry evolved into a high-throughput, systematic, and holistic science called proteomics [5] . The term "proteome" was originally defined in 1995 as "the total protein complement able to be encoded by a given genome" [6] , and subsequently specified as "the entire protein complement expressed by a genome, or by a cell or tissue type", to highlight the dynamic nature of protein expression trends depending on several factors, such as cell type, cell cycle state, and environmental influences [7] . Furthermore, proteomics has not been restricted to knowing the whole list of proteins expressed by a cell, but it also comprises the analysis of splicing variants and co-and post-translational modifications, as well as the identification of protein complexes and protein-protein interactions [8] .
However, the greater part of the most biologically important proteins are present in a few copies per cell, and have to be identified and quantified in the presence of a large excess of many other proteins. Therefore, handling the huge complexity and high dynamic range of a proteome represents a key technical challenge in proteomics. Several strategies have been successfully employed (and need to be developed) to address this issue, including protein and peptide fractionation, selective enrichment based on specific interaction with antibodies or other molecules, as well as abundant protein depletion or dynamic range "normalization" by means of various systems [9] .
Globally speaking, proteomic research can be divided into two categories: "unbiased" (or discoveryoriented) and "targeted" (or system-oriented) proteomics. In a typical discovery-oriented experiment, a complex biological sample is analyzed by separating and identifying as many proteins as possible, thus considering the entire proteome (comprising known and unknown proteins) independently from specific hypotheses based on previous knowledge. Conversely, in a systemsoriented study, a subset of proteins is selected by the investigator, and then analyzed and precisely quantified, specifically focusing on protein panels known to be related by sequence, biological function, or diagnostic potential [10] .
Current technologies enabling qualitative and quantitative analysis of microbial proteomes
Two-dimensional electrophoresis (2-DE) was developed two decades before the term "proteomics" was coined [11, 12] . This technique entails separation of complex protein mixtures on the basis of pI using isoelectric focusing (first dimension) and further of molecular mass using SDS-PAGE (second dimension). After gel staining for protein visualization, image analysis is performed to match and compare protein patterns within gel replicates and therefore detect quantitative changes based on spot intensity. Usually, protein spots are then picked from the 2-D gel, digested with trypsin, and eventually analyzed by MALDI mass spectrometry (MS), which enables protein identification through peptide mass fingerprinting. Although the forerunner of proteomic techniques, 2-DE is still extensively used because of its ability to separate, display, and store thousands of proteins in one gel; however, 2-DE has some important shortcomings which should be mentioned. In fact, the gel-based approach is complex, laborintensive, and usually poorly reproducible; furthermore, proteins with extreme MW, pI and hydrophobicity values cannot be properly analyzed by 2-DE [13] .
A great step forward was achieved with the development of difference gel electrophoresis (DIGE). With this method, protein samples are labeled with different cyanine dyes, mixed, and co-separated in the same gel. The co-migrated protein spots of the different samples are detected by scanning at different wavelengths, and their abundance ratios are determined with dedicated software [14] . Moreover, gel-to-gel variability is minimized by using the same internal standard among different gels, thus allowing a significant increase in experimental reproducibility and throughput [15] .
Around the turn of the millennium, proteomics researchers began to look for alternatives to the gelbased workflow. The most successful approach, named "shotgun" or Multidimensional protein identification technology (MudPIT),), employs tryptic digestion of the entire protein mixture and analysis of the peptides with the combination of nanoscale liquid chromatography and electrospray tandem mass spectrometry [16, 17] . In the gel-free workflow, several combinations of peptide separation methods can be used prior to LC-MS/MS analysis, including strong cation exchange and reversed phase high-performance liquid chromatography, liquid phase isoelectric focusing, and capillary electrophoresis [18] . As a "hybrid" alternative, a combination of SDS-PAGE, ingel digestion and LC-MS/MS (named GeLC-MS/MS) can be also employed [19] . Furthermore, methods enabling quantitative analysis of proteomes by mass spectrometry have been developed. Among them, two main approaches can be distinguished, namely stable isotope labeling (including ICAT [20] , iTRAQ [21] , SILAC [22] , AQUA [23] ) and label-free quantitation (including spectral counting and peak intensity/area quantitation) [24] .
Among targeted proteomics techniques, arraybased and MS-based approaches should be mentioned. Protein arrays are solid-phase ligand binding assay systems, in which proteins are immobilized on surfaces; these assays are multiplexed and often miniaturized. They are comprised of "functional arrays", able to detect protein-protein, protein-DNA, protein-small molecule interactions, and "capture arrays", and are used to detect and quantify analytes in complex mixtures such as plasma/serum or tissue extracts, and "lysate (reverse phase) arrays", in which the complex samples are printed on the surface and targets detected with antibodies [25] . More recently, selected reaction monitoring (or multiple reaction monitoring) mass spectrometry (MRM-MS) has been introduced, in which the mass spectrometer is programmed to analyze and absolutely quantify a preselected group of proteins. Precise and specific quantitation of individual proteins is achieved by incorporating stable isotope labeled standards and without the requirement for antibodies [26] .
Improving gene annotation by proteogenomics in a quest for microbial biomarkers
The ability to sequence DNA rapidly, inexpensively, and in a high-throughput fashion provides a unique opportunity to characterize whole genomes of a large number of microbial species, particularly pathogens. To date, an impressive catalogue of genomes has been established, with an additional thousand genomes currently under investigation. It is worth noting that, to realize the full biological value of the sequenced genome, an accurate identification of the protein-coding genes in each genome is required. Accordingly, in the last years part of the scientific and technical challenge has shifted from genome sequencing to genome annotation. Although manual annotation of protein-coding genes is generally considered more reliable, such efforts may not be feasible because of time constraints; therefore, genome annotations of most sequenced genomes are almost exclusively based on predictions [27, 28] . However, gene annotation is still far from trivial, whatever the genome under consideration. For instance, in the case of the Mycoplasma genitalium genome, inconsistencies in gene predictions among three different groups resulted in 8% error [29] ; in the case of Mycobacterium tuberculosis, two sequencing centers disagreed by 12% in predicting open-reading frames [30] . Specifically, predicting short genes which are not yet annotated, identifying genes with abnormal codon usage, determining the precise start codons, assessing splicing and alternative splicing in eukaryotes, recognizing programmed frameshifts, and correcting overcalled open reading frames (ORFs) due to the use of multiple gene prediction algorithms are some of the current challenges in genome annotation [31] . In-frame stop codons can be read as sense depending on their context: for instance, TGA and TAG codons may specify selenocysteine and pyrrolysine insertions, respectively. The problem of perpetuating a previous mistake over the next genomes under annotation is still a very important concern. In addition, the description of the gene product itself may be erroneous; therefore, the use of the "hypothetical protein" nomenclature is the current norm to avoid overconfidence in these types of annotations [32] .
The term "proteogenomics" refers to the correlation of the proteomic data with the genomic data, with the goal of enhancing the understanding and the annotation of the genome [33] . In a proteomic experiment, tandem mass spectra are generally searched against a protein database composed of in silico predicted peptides; correct matching between theoretical and measured values provides confident protein identification. The idea of searching MS/MS spectra against nucleic acid sequences was first demonstrated by Yates and colleagues [34] . In this approach, the nucleic acid sequence representing the "genomic" database is translated in all six reading frames, and then queried with MS/MS spectra to identify protein-coding genes. Interestingly, this strategy is able to minimize the inherent biases derived from gene prediction methods, thus allowing novel peptide sequences to be identified that were not present in the original protein databases [35, 36] . Moreover, using a proteogenomic approach, it is possible to assign correct start sites, as well as to validate the expression of predicted genes (or pseudogenes). As such, proteomics represents a potentially essential tool for integrating protein-level information into the genome annotation process and improving genome annotation quality [31, 37] .
Although still in its infancy, proteogenomics has been applied to date for improving genome annotation of various pathogenic microbes, including Plasmodium falciparum [38] , Toxoplasma gondii [39] , Leishmania donovani [40] , Candida glabrata [41] , Mycoplasma pneumoniae [33] , Mycobacterium tuberculosis [30] , Shigella flexneri [42] , and Yersinia spp. [43, 44] . On the whole, the expression of a high number of sequenced microbial genes has been experimentally validated, several novel protein-coding genes have been discovered for each pathogen, various existing gene models have been corrected (for instance concerning start sites or errors in genome sequencing), and new signal peptides have been identified [36] . These refinements are starting to pave the way to a better understanding of microbial biology and to the identification of novel targets for diagnosis and therapy of infectious diseases. Proteogenomic results may deserve particular attention by those dealing with vaccine development. In fact, accuracy in gene annotation, validation of gene product expression, and identification of novel signal peptide sequences are considered discriminating factors within reverse vaccinology projects, as described below.
Contribution of "omic" technologies to the development of point-of-care (POC) diagnostic tools
While there are many diseases for which a suitable biomarker has not yet been identified, in diseases for which biomarkers are available, these often identify only a subset of patients, or can be measured only in biological samples that require complex procedures for collection and/or analysis. Other biomarkers are dependent on the host response to infection, and are therefore variable and lack sensitivity. Once developed, a diagnostic device has a manyfold impact on reducing the disease burden: 1) it can enable timely detection of the disease, and since patients can be treated earlier, additional costs either in terms of health-care or income losses are not incurred; 2) it can facilitate selection of the most appropriate treatment, increasing the chances of therapy success (e.g., in diseases with significant drug resistance issues); 3) it can assist the monitoring of treatment effectiveness, such as in chronic illnesses and in lengthy therapeutic procedures; 4) it can enable disease monitoring in areas or in patient categories where the incidence and prevalence of a disease need to be kept under constant control, therefore enabling its efficient surveillance.
However, the uncertainty of the time frame spanning from research to discovery to application needs to be taken into consideration, since a thorough validation process is required to integrate the new biomarkers into diagnostic devices for the clinical setting. This step is usually the most time-consuming part of the process, and the one with the highest candidate biomarker "death rate". On the other hand, mass spectrometry-based proteomics can assist also in this translational step; with the advent of targeted approaches (such as the above-described MRM technique [26] ), the fast and high-throughput validation of protein and peptide biomarkers on a large scale becomes more feasible. The mass spectrometrybased approach is fast, reliable, quantitative, and highly specific, although its implementation in the diagnostic setting is limited by the elevated investment that is initially required in instrumentation and method set-up. However, once implemented, the MRM approach becomes a cost-effective and efficient method for enabling large-scale validation of a biomarker before investing into its implementation within a diagnostic device.
The proteomic approach, leading to the identification of diagnostic protein/peptides, is of particular interest, since in the infectious disease field the available POC solutions usually consist of rapid diagnostic tests (RDTs) based mostly on antibodybased recognition methods, including agglutination, enzyme immunoassays, and lateral-flow immunochromatography. Usually, these can take the form of dipsticks (with the appearance of symbols or lines), latex agglutination systems (appearance of coagulation), or in-solution systems (color change), provided that complicated instrumentation for performing, reading or interpreting the test is not needed and that the reaction occurs in a short time frame. Other rapid procedures can be based on direct microscopical examination of the sample with simple preparation protocols [45, 46, 47] . Resource-poor settings have gained considerable benefit from immunochromatography technologies, which form the basis of the dipstick and lateral flow systems. Devices enabling the diagnosis of malaria, HIV, and syphilis have been effectively developed and implemented. Among these, an example of significant success is the case of the lateral flow test for the detection of antibodies to HIV-1 and HIV-2, and the more recent generation of tests for the detection of the p24 capsid protein. In less than 20 minutes, and without requiring complex instrumentation for analysis and interpretation, these tests are able to provide qualitative information on the HIV status of the patient, with sensitivity comparable to that of laboratory-based assays.
Conversely, POC nucleic acid-based testing is lagging significantly behind. This situation is probably dependent on the extreme difficulty in integrating most molecular amplification technologies in POC diagnosis systems, due to staff training, cost, energy requirements, and regulatory compliance [48, 49, 50] . However, the rapid progress in genomics and proteomics and the significant breakthroughs in innovative technologies are creating significant opportunities for the expansion of this field. Promising technologies that are entering the market or are at the late stages of development include: magnetic beads for enrichment of nucleic acids or antigens; isothermal nucleic acid amplification techniques; nanobiosensors; hand-held microfluidic devices enabling multiplex detection of infectious diseases; and robust and costeffective optical instruments for the detection of fluorescent signals, enabling an increase in sensitivity of POC tests [51, 52, 53, 54, 55, 56, 57, 58] . The list of tests waived by the Clinical Laboratory Improvement Amendments (CLIA) can be found at http://www.cms.hhs.gov/CLIA/downloads/waivetbl.pdf.
Upon rigorous evaluation and validation, correct use, and appropriate regulation, the integration of novel biomarkers identified by means of genomics and proteomics into dedicated POC tests can provide a significant contribution to the fight against infectious diseases also in the resource-poor settings of developing countries.
Reverse vaccinology and the promise for next-generation vaccines
For more than 100 years, since the initial and successful attempts by Louis Pasteur, candidate vaccines have been developed in large part by the classical approach of isolating a bacterial or viral pathogen, inactivating or attenuating its infectious capabilities then administering the vaccine to the individual to be protected. Even when this general approach has failed or has been only partially successful, it has served to guide improvements in vaccine design. The trial-and-error approach has also been performed to obtain vaccine products designed as pooled or single purified antigens chosen among the most relevant according to their role in microbial pathogenicity and to the immunodominance of their specific epitopes. Unfortunately, this classical approach has not been successful in a number of the most dangerous infectious diseases. Yet, deepening/extending our knowledge on the structure and the function of many antigens allowed vaccinologists to identify a number of key features for the ideal antigen. First, the antigen should be located on the surface of the microorganism and it should preferably play a direct role in pathogenesis. It should necessarily be expressed during certain phase(s) of the infection and, specifically, when presenting cells (APCs) may efficiently process it. The antigen should carry CD4 and/or CD8 epitopes to activate humoral and/or cellular specific immune response that might contrast survival and replication according to the biology of the infection. Furthermore, its presence and structure should be highly stable within strains of the same species.
In the late 1990s, reverse vaccinology was proposed by scientist Rino Rappuoli to address all these constraints to attain a reliable and efficient approach that is expected to allow a relentless progression toward novel and efficient vaccines [59] . Reverse vaccinology is based on technologies that allow an outstanding wide availability of information about any possible antigen elaborated by the pathogen of interest. The first powerful tool came from the ability to access the genomes of microorganisms, since 1995, when Craig Venter published the genome of the first free living organism [1] . Noteworthy, the wealth of sequenced genomes have rapidly grown in the past five years thanks to wide access to massive parallel sequencing and, consequently, a decrease in the economic effort required to obtain a fully sequenced genome. A second powerful tool came more recently from the ability to obtain the proteome of microorganisms, thanks to the new technologies available as described in the previous paragraphs.
In brief, reverse vaccinology initiates the search for candidate antigens by sequencing the whole genome of the specific pathogen. However, this is only the first step required to gather a database of candidate ORF that must be thoroughly analyzed by an array of sophisticated biocomputing tools. According to defined signatures occurring within its sequence, each potential gene/protein is evaluated to identify its specific subcellular compartment, category of functions, epitope contents, and other key features that lead to the definition of a limited group of antigens. Pools of peptides, predicted to bind specific common HLA types, can be screened. Alternatively, protein antigens might be chosen according to their peptide contents. Peptides predicted to bind multiple alleles within an HLA supertype might be of special interest, since they provide a wide coverage of all populations without ethnic bias.
As mentioned above, in addition to the genome sequence, the reverse vaccinology approach is also supported by the investigation of the microbial proteome antigenic repertoire. This might be performed using libraries of expressed antigens and screening for the immunogenicity of the proteins expressed during infection [60] , or by a proteomic systematic search on bacteria grown in a variety of conditions and stimuli, or even directly recovered from infected tissues. Other approaches to identify antigens with a strong potential as vaccine candidates include the analysis of the bacterial cell surface proteome. This latter technology aims to identify and quantify those antigens that are present on the bacterial surface [61] . Proteins that are exposed to the extracellular milieu are first partially digested by treatment with proteases (i.e., trypsin), and the resulting peptides are then subjected to mass spectrometry analysis.
The discovery of protective antigens has progressed significantly since the application of reverse vaccinology-based technologies. The first reverse vaccinology process to develop protective immunity against serogroup B Neisseria meningitidis (MenB) served as a proof-of-concept study, and has led to the first vaccine product that went through clinical trials (4CMenB -commercial name Bexero, Novartis, Italy). Whole sequence and bioinformatic analysis of the MenB genome initially enabled the selection of nearly 600 antigens as vaccine candidates. Most of them were successfully expressed in E. coli and 28 recombinant proteins that were found to induce bactericidal antibodies in immunized mice. A pool of four of these proteins, each with a specific pathogenetic role, was used to formulate the 4 Component MenB vaccine [62] .
Genome and proteome-based vaccines have also been designed to induce protection against pathogenic species when a high level of diversity occurs among circulating epidemic strains. A combination of pangenome comparative analysis of circulating strains (n = 8) has been applied to the Gram-positive pathogen Streptococcus agalactiae. Starting from a core genome content of 1,806 genes, researchers predicted 396 surface-exposed proteins. This study, in addition to extending the knowledge of adhesion structures elaborated by S. agalactiae, identified four proteins that induce a protective immune response in a mouse model of maternal-neonatal pup immunization [63] . Interestingly, three of these proteins were found to assemble into pili. Based on these pioneering findings, a search for molecular signatures for typical pilus regions was also applied by Mora et al. [64] in a comparative reverse vaccinology study aimed to identify S. pyogenes vaccine candidates. Genome sequence analysis of five different circulating strains suggested that a multicomponent vaccine combining 12 backbone variants of pilus protein genes might provide protection against over 90% of circulating strains of S. pyogenes.
The quality of these approaches has been more recently confirmed in similar studies aimed to develop new vaccines for S. pneumoniae and extra-intestinal pathogenic E. coli [65, 66] .
Conclusion and perspectives
The power of high-throughput "omic" technologies can provide a significant contribution to the discovery of biomarker candidates for the development of efficient vaccines and cost-effective diagnostic systems. The populations of developing countries are exposed to a wide range of diseases that are almost nonexistent in developed countries, such as malaria and African sleeping sickness. Others, such as HIV/AIDS and tuberculosis, although also limitedly affecting developed countries, pose a tremendously higher burden on these populations. In the fight against these diseases, reverse vaccinology is providing the possibility of identifying pools of peptides that are predicted to bind multiple alleles within an HLA supertype, enabling a wide coverage in all populations without ethnic bias.
Currently, most of the investments are dedicated to development of vaccines and new therapies, while the research on more efficient and effective diagnosis tools is somehow lagging behind. Indeed, despite their incidence and the life toll taken, there are still significant unmet needs in terms of molecules and methods enabling a better diagnosis. Highly impacting infectious diseases, such as Chagas disease, cholera, dengue, lymphatic filariasis, schistosomiasis, acute lower respiratory tract infections, and diarrheal diseases, prompt for new and improved diagnosis systems, with the potential of saving thousands to millions of lives [67] . To provide the most influential benefits, diagnostic tests must meet the requirement to be reliably used in the most rural regions. It might be perceived that a POC test should somehow be less effective or efficient than a laboratory-based test in fighting infectious diseases. As a matter of fact, in some cases the overall treatment rate can be higher when using POC devices. This has been defined as the rapid test "paradox" [68] . In fact, the shorter turnaround time to diagnosis (that is, time from sample collection to results) enables test and treatment in the same encounter, enabling a faster treatment and reducing patient loss to follow-up. Furthermore, a POC test includes only three steps: sample collection, on-site testing, and treatment, while a laboratory test requires at least 6 steps: sample collection, sample shipment, notification of results, shipment of results to physician, second patient encounter, and eventually treatment. The higher "need for speed" typical of infectious diseases as opposed to other pathologies amplifies the benefits of POC testing.
Further perspectives have been recently opened by a novel science named "microbiomics", lying at the interface between microbiology and omic science. Microbiomics can be defined as the application of genomic, transcriptomic, and/or proteomic approaches to the investigation of microbial communities and their genetic potential and expression (i.e., microbiome). Most of the microbes colonizing human, animal, or environmental sites are in fact not amenable to cultivation, and are therefore less studied, if not completely unknown. In this respect, the impressive depth and sensitivity of analysis which can be reached by exploiting omic techniques may considerably help in knowing the composition and the functional properties of microbial communities, whose changes are known to be involved in, or even causing, the development of several diseases. In this context, it is worth highlighting the recent launch of the Human Microbiome Project, which is aimed at screening the main human body sites through a high-throughput metagenomic approach [69, 70] . Shotgun sequencing of complex microbial populations can provide, on the one hand, precise sequence information about core genes, that is, genes conserved in all species and evidently essential to live in that environment; on the other hand, the taxonomic composition of a given microbiome can be thoroughly investigated, primarily by sequencing the 16S ribosomal RNA gene. To date, several approaches are available for sequencing a microbiome with next-generation platforms for its analysis via bioinformatic pipelines [71] . Metagenomic and metaproteomic projects are expected to elucidate the abundance and variety of the human microbiome, thus providing an exceptional framework for future research developments concerning, for instance, the impact of the gut microbiome composition in malnutrition, as well as the mechanisms underlying the shift from microflora imbalance to intestinal, vaginal, or urinary tract infections, or even the relationship between the structure of the microbial communities living in the human body and the development of immunological disorders.
